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1. Need for Vulnerability Management

[ | iliti OAQnc
Vulnerabll.ltlt-fs on. a network are GOLD Sources of Vulnerabilities
to cyber criminals:

Provide unauthorized entry to networks

Can expose confidential information, fuel
stolen identities, violate privacy laws, or
paralyse operations

Programming errors

Unintentional mistakes or
Exposure is extreme for networks with mten_tlonlal malware in General
vulnerable devices connected by IP Public License software

Improper system configurations

Mobile users sidestepping
perimeter security controls

Rising attacks through viewing
popular websites
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1. Need for Vulnerability Management

m Despite utilization of basic defenses,
network security breaches abound Attack Trends

TJX exposed 46M records

DSW exposed 1.4M records Increased professionalism and
Card Systems exposed 40M records commercialization of malicious
215M+ reported record exposures since activities
2005 . :
(actual is significantly higher) Threats that are.lpcrea.smgly
tailored for specific regions

® Automation is Crucial Increasing numbers of
Manual detection and remediation multistaged attacks
workflow is too slow, too expensive and Attackers targeting victims by
ineffective

first exploiting trusted entities
Convergence of attack methods

Shift from “Hacking for Fame”
to “Hacking for Fortune”
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1. Need for Vulnerability Management

. ? .
" Did we learn our lessons: Challenges IT Security Face

Most vulnerabilities are long known before

exploited NOT enough TIME, PEOPLE,

Successful exploitation of vulnerabilities BUDGET
can cause substantial damage and financial
loss

Prioritization of efforts for

A few vulnerable systems can disrupt the minimi?e bugipess risks and
whole network protecting critical assets. We
System misconfiguration can make systems can’t fix all problems - what can
vulnerable we live with?

Reduction of operational &
capital expenses

Adapting to accelerating
change in sophistication of
attacks and increasing number
of regulations




1. Firewall Configuration Analysis

Report example

Risky Rules
Home: SSG320M_BJ

Change History Optimize Policy

Explore Policy Regulatory Compliance Baseline Compliance

Changes Risks Findings
Topology M Changed
] B Removed . .
HostGroups Added Security Rating: 27%
N High: 3 N
Services . - Suspected High: 5
_ 1. Change Tracking 2. Security Rate Medium: 9
(Configuration) (Risk analysis)
0
Device Connectivity Diagram [Policy Optimization Action Items

24127986 952 - 134 127186 399

3. Firewall Topology
(Network)

Device Info

\/Analyzed on: Fri May 10 13:35:23 EDT 2013
Device Name: SSG320M_BJ]

IP Address: 114.255.234.50

Policy: 2013-05-07_cfg.txt.nsc 38 rules
tistics: 239 services and 171 host groups.

4. Policy Analysis

(FW ACL)

Rule Items: 48
Object Items: 40




2. Vulnerability Management Process

7. Remedy Service 1. DISCOVERY
(Fix and improve) (Mapping)

2. ASSET
PRIORITISATION
(and allocation)

6. VERIFICATION
(Rescanning)

5. REMEDIATION (S . | 3. ASSESSMENT
(Treating Risks) & o em (Scanning)

4. REPORTING
(Technical and
Executive)




2.1 Discovery

® Mapping

Gives hacker’s eye view of you
network

Enables the detection of rogue
devices (Shadow IT)




2.2 Asset Prioritisation

An asset group can include IPs, domains/netblocks, and scanner appliances that exist in your account.
L] L] L] L]
m Asset Prioritisation

Title: * SAP Servers

Some assets are more critical to business| oune:-
then others

Criticality depends of business impact —

Edvinas Pranculis (Manager: syner-ep ) M

[ IPs | Domains | Users | Scanner Appliances | Business Info ]

Business Impact: | Critical \9 B view
Division: Financial Management
o Function: ERP
m Asset Allocation
Each asset should have an owner [

[ Save ] [ Cancel ]




2.3 Assessment

| Slgnatu re Classification
Vulnerability Signatures View QD Category Tile (Severity | CVEID
. ) i £ 90332 Windows pororosofl Windows SME Malformed PIPE. gy CVE-2006-3942
Appllcatlon Flngerprlnts s/ Bkl LBt
O 115505 Local Apple QuickDraw GetSrcBits32ARGE() wEm CVE-2007-0452
Se rVi ce S|g natures Mermory Corruption Yulnerability
Apple Mac OS X FPathConf System Call
D . OS F . A 115457 Local Local Denial of Service Yulnerability Hme CVE-2006-5836
evice / Ingerpri nts £ 1214 52;?23: Storm Worm Detected BEEE
i i i Red Hat mysql Security Update
Configuration Signatures £ 116538 Local (oI PRL TS B8 BEE CVE-2006-4226
Com p| lance Signatures D 43077 Hardware G560 VPN 3000 Concentrator Denial of
Service Vulnerability
Microsoft Word 2007 WyWLib.DLL
L 110057 Office Ap Unspecified Document File Buffer mmEm CVE-2007-1910
: : Overflow Yulnerability - Zero Da
= Tlm e'V Slgnatu res Microsoft Publishergﬂﬂ? Remofe Code
110086 Office Ap : s EREE CVE-2007-1117
. R Execution Vulnerability - Zero Day
725+ DeV|ceS/OS £ 105294 Security | Anti-Virus Product Not Detected on the
Y \Windows Host
250+ Remote Services P 100040 Intemet £ yJiorn SHorer Denial of Serice wim CVE-2006-5559
HH H InterActual Player Buffer Overflow in
5800+ Vulnerability Signatures AP M58 Local  |agycrominfo.dil ActiveX Control HEEN | 4 CVE-2007-0348
. CVE-2007-0956,
950+ Vendors £ 115534 Local 'gfﬁgﬁ’zgg’?%%gg;"” LHOae BEe CVE-2007-0957
d CVE-2007-1216
2000+ Pro ucts 2 Windows Kemel Could Allow Elevation of
A 90391 Windows Privilege (MS07-022) BEE CVE-2007-1206
Microsoft Content Management Server
L 12236 CGl Could Allow Remote Code Execution L s gggggg;gggg
(MS07-018)
£ 90374 Windows Vulnerabilities in CSRSS Could Allow muE gxgggg??ggg
Remote Code Execution (MS07-021) CVE-2006-6797




2.4 Scanning

® Scanning:

takes an “outside-in” and “inside-in”
approach to security, emulating the attack
route of a hacker

tests effectiveness of security policy and
controls by examining network
infrastructure for vulnerabilities

Provides tools for untrusted and
authenticated scanning

“With this product, we gained the ability to automatically
scan everything we own for vulnerabilities. And it provides
us with a documentation path for all servers including best
security practices, vulnerability ranking and patches.”
Bureau Chief, Strategic IT

Florida Department of Health

Filev View~ Help~
Summary of Vulnerabilities
Total: 262 Security Risk (Ava): ..... 50
by Severity
Severity Confirmed Potential Information Gathered
5 2¢ 12 0
12 27 0
28 44 3
2 27 8 18
1 7 0 53
Total 98 92 72
5 Biggest Categories
Category Confirmed Potential Information Gathered
CGl 18 36 7
Web server 14 30 8
General remote services 12 13
Information gathering 2 0
Windows 18 3 3
Total 63 82 47
Vulnerabilities by Severity
A Severity Level
/ —— y Level
28 ) | | 24 Severity 5
251" (] 12 Severity ¢
2l [ 28 Severity 3
@
2 /1 | | 27 Severity 2
L 19
A A | | 7 Severity 1
;'.: 16 y, 98 Total
5 13Y
c 2
3 10}
4 /
Fad
/]
4y
|/ 7
147 /
L} 4 3 2 1
Severity Level
Operating Systems Detected
/|
Iﬂ 1 Linux 2.4-2.6
It/‘| 1 Windows 2000 Service Pack 3-4
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2.5 Reporting

®m Reporting:
Allows for generation,

storage and distribution
of reports for large enterprise networks

E-mail notifications allow users to review
reports upon completion

Reports can be generated for various

compliance initiatives and security
requirements:

* Business Policy, PCI, SOX, HIPAA, Basel ll, etc.

» Security trend over a period of time
* Business risk or CVSS scoring

» Share reports with auditors, operation staff,

security & network managers, executives

Filev View~ Help~

64.41.124.60 (demo02, DEMO02) Windows 2000 Service Pack 3-4

Vulnerabilities (63) @5
> HENNEN 5 wultiple Microsoft Windows Vulnerabilities (11S04-011)
~ HEN

5 Multiple Microsoft Windows RPC/DCOM Vulnerabilities (MS04-012) =

Ignore vulnerability
First Detected: 04/08/2008 at 10:48:58 (GMT=0300 Last Detected: 04/08/2008 at 10:48:58 (GMT+0300 Times] Create ticket
Qip:
Category:
CVEID:

Vendor Reference

Bugtraq ID: -
Modified: 10/20/2008
Edited: No

THREAT:

pdate
in the s

for multiple vulnerabilties on Microsoft Wind
rity update include:

is available for download from Microsoft security bulletin 11S04-012. The 4 vulnerabilties

a

RPC Runtime Library Remote

xecution Vulnerability - CAN-2003-0813 (Windows 2000, XP, 2003 are affected,

RPCSS Service Denial Of Sen Inerabilty - CAN-2004-011€ (Windows 2000, XP, 2003 are affected

COM Internet Services (CIS) RPC over HTTP Denial Of Ser

2003-0807 (Windows NT, 2000, 2002 are affected

Object Identity Information Disclo N

Vulnerability - CAN-2004-0124 (Windo! , 2000, XP, 2003 are affected

IMPACT:
An attacker who succ
multiple actions on the aff

he most severe of these vuln
including instaling programs,

ies could take complete control of the affected system. An attacker could then take
g data, changing data, deleting data, and creating new accounts that have full privieges

SOLUTION:
Read Microsoft security bulletin MS04-012 for information about this security update and download instructions.

RESULTS:
11S03-026 and MS03-039 patches are not installed.

> HEN

5 Microsoft Messenger Service Buffer Overrun Vulnerability New \ﬂ
Microsoft SQL Server 2000 Service Pack 4 Missing New \ﬂ
> HEN 5 Microsoft SQL Server lultiple Vulnerabilities New (4]

m



2.5 Reporting

Dashboard

Now

Q- Google

Search Vieww  Setup~ Help~

%Dwmo SECURITY

Thomas Sola (quays_ts3) | Log Out

@ Dashboard
|| Actons: (Dowrioad )
4| Vulneeabilities by Severity Level "] Vulnerabilities by Status [T Open Tickets by Severity Level =)
= Changed: 41 Average Ticket Resolution Time: 042103
a‘ P 48 80 2 80
s 2% L4 o Severity Level 48
' ; B s
= — > B Leveis
s ; 1% . B Level 3
10 O tevei2 40
i~ 0O Level 1
= 61 61
Severity Level Severity Level
U4 S 2 N W New B Re-Opened Mieveit [Llevei3 [ Llewel5
Severity Level [ Active Dievei2 [ Leveid
Top 10 Tickets [T | Qualys Top 10 Vulnerabilities =)
Ticket # | Hostname P Add DueDate  Owner | QD Hostname |
@ 00023  #icge qa.qualys com 10.10.10.1 121132004 Charke Pation (quays_cp) O 124805 Microsol Phone Book Senvice Buffer Overfiow Vuinerabiity
@ 00101  fidgeqaqualyscom 1010101 121132004  Charke Pation (quays_cp) O 254780 Microsoft Windock Weak Mutex Permission Vulnerabilty
© 00115  fidgeqaqualyscom 1010101 121132004  Charke Pation (quays_cp) @ 431280  Microsof NTLMSSP Code Execution Vilsradilty [
@ 00234  freezerqaqualyscom 1010102 12152004  Wilke Brown (Quays_wb) @ 457800 Microsoft WebOAV Service Provider Scripts Levy Vulnerabity [D
© 00098 cedoxqaquayscom 10101023 12152004  Soa House (quays_sh) O 053422 ‘ResatBrowser Frame’ and ‘HostAnnouncement Frame
©® 00103  ceboxgaqualyscom 10101023 12152004  Som Mouse (quays_sh) @ 725403 Microsoft Multipie LPC and LPC Ports Winerabiites [
O 00022 feezerqaqualyscom 1010102 12162004  Wile Brown (quays_wb) @ 223405 Remote Registry Access Authersicason Vulneradiey [
O 00200 dawryqa qualys.com 1010954 12162004  Robert Johnson (quays_r)) O 267348  Microsoft Recycle Bin Creation Vuinerabiity
O 00212 tidgeqaqualyscom 1010101 12162008  Charke Pation (quays_cp) @ 562344  Microsof RDISK Registry Envenaration inerabiey [D
O 00010 keboxqgaqualyscom 10101023 12202004  Som Mouse (quays_sh) O 345809 Microsoft Maormed RTF Control Woed Viuinerabiity
@ - Indicates an overdue Scket Pmore.,. @ an exp in your network

la »l

e




2.5 Reporting

Flo~ Help~
® Reporting: Go
MAND SECURITY
Reporting by business units or asset groups
Business Units Report January 11, 2007
Securlty trend over time —
Company Quays, e Trend Acalyss Laal & morths
User Securty Manager ncice Detabed Revuty No
Terplane Tie Executve Regort Sorty Heat
Target Mosts: or Date Range 12102008 - 1112007
Hosts Matchng Filers 1%
Summary of Viinerabilities
Vulentilses Tod 298 (+30)0 average Secuny Rise [ 24 Business Risx [T N v1 0
by Severity 5 Bigoest Categories
Severny Confemed  Poteatial Totsd Infeomaticn  Severity Cosfurmes  Patential Tetsl  Infeemation
(Trens) (Toand) Treps Gathered (Trend) (Trend) Trend) Gathered
s * (+4) 0 (- . TCPWP 0 (a19) 70 (o19)
4 n (+4) n (»4) . Windows » (N » (o0
) ™ (v ™ (s . SMB/NETERNOS X () X (v
“ , . , . 2 - *n - L] *n . Gerersiremcte 20 (#1) 0 ([«
If you can’t measure security, you can’t manage it. ' 0w (o CINC e
. ) Server 1% (o) . 16 (o9
Qualys lets me measure and manage my network security. Tew e (34 - e (34 - Totu 95 39 - 18 (a4

Their reports demonstrate ongoing security improvement
in working with IT suppliers.”

Dusiness Risk By Asset Group Over Tiee

Director of Global Information Security

ICI e @ «rscas syviens
4 . O axvanet
H \
: U feancal systems
H
i \ - london ofices
.
F 2 — ~ Peadguates

A dew yok ofices
@ vipphens




2.6 Remediation

= Remediation
Ti C kets a re eithe r ge ne rated a utom ati Ca I |y Title: * Basic Level 4 and 5 Vulnerability Policy for SAP Servers|
u pon Sca n Com pl eti on ba Sed On pOI ices or c::(lili::,:;fcllo-.\,mg conditions are met
on demand by users from any report
Asset Groups: SAP Servers k Select
Trouble tickets capture complete audit [ s
trails and history of a vulnerabilities on — S
hOStS c Scecvneflr:;;Zv‘?:|7|:1erablllt:: O41 02 O3 4 5
.o . Potential Vulnerability O1 02 Oz Ma M5
QualysGuard scanners verifies the ticket O cuared o s et o s a5
after its closed
Integration with other helpdesk solutions is | remue s scns
. ® Assign to: sset Owner v
a Va I |a bl e th roug h API Set Deadline T:|st|-:ket must be closedin 3 days (Range: 1-120)
“In vulnerability management, it’s all about response time. O e e e
Qualys’ remediation agent directly assigns tickets to fix
things to my network technicians. The system then tracks [ save ) [savess.) [ Concel )

those fixes.”

Director of Enterprise Security
Wescorp
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2.7 Verification

Criscal Asset Verficaton Report
Fla- Vews Hep-
® Re-scanning: Bowwo sicvury
. . . ) September 20,2007
Verifies applied patches and confirm Critical Asset Verification Report
Com pliance mr:mmws,mm Wy:;nn--, Crestes 09202007 a2 172304 (GMT-0720)
Verifies the tickets after they are closed T
Summary of Vidnerabiities
Tow a8y Securny Risk (Avg) - 21 Busness Rk | E - 100
Vuinerstares by Saten
B
B Avves
; M Faes
“Before QG we had an ad hoc process; QG brought much Detailed Results
stronger control and visibility into our processes. QG gives $441.13459 (Gomett qustys com DEMOR1) Unex 2426
us the ability to detect our vulnerabilities across our w2 T BT
network and really ensure that we have the level of —
security and compliance we need.” N T - I
Chief Information Protection Officer o ” "
CIGNA
Veinerabiines (28) 512
P EEE ) Oucovery of Usix Account N Viiserstity porsOAD CVES 65 Actve $+
» BEn 3 WeDalkzer Wed Usage Sisics ACcessdie POt oD CVES 6 Active &~

Pagel7




2.8 Remedy Service

m Before & After

m Network Facilities

Host Servers

|
m Firewall Policies
|

Virtualization Environment

before

Windows
2008 R2/
Windows 7

-|

Severity

Severity

— N W N

— 0N W N

Vulnerabiliti
es (3)

o w oo

0
Potential
Vulnerabiliti
es (1)

co—~ oo

Windows
2008 R2 /

Windows 7

Severity

Severity

— N W N

— DN W W

Vulnerabiliti

es (10)

Potential

N w oo

2

Vulnerabiliti

es (3)

oON -~ OO

Severity

Severity

— N W N

— N W N

Vulnerabiliti
es (5)

oo oo o

Potential
Vulnerabiliti
es (0)

oo oo o

Severity

Severity

— N W W

— DN W W

£ Windows Windows
before 2003 2003

Vulnerabiliti

es (6)

Potential

O N OO

Vulnerabiliti

es (2)

= -]

before

before

Polycom ~~ |Polycom
S HDX 7000 HDX 7000
hosts not
scanned,
Vulnerabiliti host not
Severity es (4) alive
5 1
& 0
3 3
2 0
1 0
Potential
Vulnerabiliti
Severity es (1)
5 1
4 0
3 0
2 0
1 0
Vulnerabiliti Vulnerabiliti
Severity es (2) Severity es (1)
5 0 5 0
4 0 4 0
3 2 3 0
2 0 2 1
1 0 1 0]
Potential Potential
Vulnerabiliti Vulnerabiliti
Severity es (0) Severity es (2)
5 0 5 0]
& 0 4 0
3 0 3 0
2 0 2 0]
1 0 1 0|

before

before

{ Polycom Polycom
- HDX 7000 HDX 7000
hosts not
scanned,
Vulnerabiliti host not
Severity es (5) alive
5 1
4 0
3 4
2 0
1 0
Potential
Vulnerabiliti
Severity es (1)
5 1
4 0
3 0
2 0
1 0
Vulnerabiliti Vulnerabiliti
Severity es (6) Severity es (6)
5 0 5 0
4 0 4 0
3 2 3 2
2 4 2 4
1 0 1 0
Potential Potential
Vulnerabiliti Vulnerabiliti
Severity es (0) Severity es (2)
5 0 5 0
4 0 4 0
3 0 3 1
2 0 2 1
1 0 1 0




3. Benefits of Vulnerability Management

m Vulnerability management gives you control and visibility to manage your
networks security effectively and document compliance

m Vulnerability managementis PROACTIVE approach to security




3.1 QualysGuard (SaaS mode)

QualysGuard Secure Operations Centers (SOCs)

Remote Locations
SSL Encryption QualysGuqrd o)
Firewalls ——— Scanner Appliance

IDS Sensors
Secure Data with ’ = — < ~—
strong encryption = / / } ~ .. > - -
= rnet e : o~
= 'Remote 3 —
— Scanners | N G
Internet - g = )"
Remote /’»i-\,_ N IR o -l
Scanners = S | > > o

SSL

Web User Interface
QualysGuard Login

RSA SecurelD two-factor authentication
or Client Certificate authentication

Deployability = 6 000+ Appliances Deployedin >65 Countries
Largest Single Enterprise Deployment: 223 Appliances in 52 Countries
200+ Million IP Audits Per Year

Scalability

Reliability = Six Sigma (99.99966%) Accuracy: <3.4 Defects per 1 Million Scans
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3.2 Case Study by Industries

-
g

Insurance

£
il SwissLife

CIGNA

S

GenRe. ™ Morthyestern Mutual
)

Fireman's N

Fund’ NS

p— (3 PACIFIC LIFE
MassMutual @ ACUITY

\ /
/ Portals/Internet \

msn‘. webMeth::ds.

Cet There Faster.
@ Exvedacom &
hotels.cont® w/é‘i'iSign'
Go ogle‘“

InfoSpacei::-

NETWORKS

\ CNET" Lgadzgglrﬁe/

/ Financial Services
_The Options Clearing Corporation
J l g Corp

ManFinancial M

(®) Pentagon Federal Credit Union
THE SOUTH | FINANCIAL GROUP

&d A\ Y'Y The Royal Bank
AIM WA of Scotland

vvvvvvvvvvv

5

REGIONS &

GROUPE

Retail
WILLIAMS-SONOMA

WORLD MARKET. IIIII.I.AI!

GENERA
ONE WorLD. ONE STORE.

@wm%

o meljer

Improving Home Improvement

NORDSTROM

ake boating more fun

Qll Voo # West Marine /

/Financial Services\

ING %D X¥€ cCitizens Bank

Not your typical bank®

€ COLONIAL BANK.
MsTBank

)(

chay /('s SCHWAB firlsaac.

[ransUnion.
¥ Washington Mutual
&Y rifth Third Bank

@ndard Chartered § /
/ Technology \

alial ‘I - -Mobile-

Cisco SYB ASE
ORACLE APC

) Legendary Reliability™
'-_-::Z{j Agilent Technologies

.- 3

= AVAYA

N Y,

Page21

/ Chemical

Shell Chemicals

- BASF
‘The Chemical Company

AVERY
&DENNISON EEE
NHERCULES

HUNTSMAN

Enriching lives through innovation

=2
/ Consulting \
accenture

PRICEWATERHOUSE(COPERS

El] ERNST & YOUNG

Quality In Everything We Do

M"MSM ’ Q.’
KANBAY"

\ @ Robert Half International /




3.2 Case Study by Industries

/ Media

DOWJONES

THOMSON

wm'

M ey Bt

~

Tlme Inc
.
@nx Dene

@ HOUGHTON MIFFLIN C""‘P“"Y A
/ Manufacturlng \

uu ciechhoetilll CATERPILLAR’
[,'arglll' (, antowoc

HAWORTH'SIEMENS

/\ .
Q& molex
\/ m
DAIMLERCHRYSLER

Kﬁ a’l m:,:,;:ﬂ:;.:,:m;;

/ Energy/Utilities \

G caLpr

DTE Energy'

|

ONTARIOFDiWER

K GENERATION n Pepcj
/ Education

UNIVERSITY oF Moozl
ﬁ DA O @‘ NYU Medical Genter

(@) Rensselaer

#» RUSH UNIVERSITY
\ll MEDICAL CENTER

VANDERBILT l UNIVERSITY

PZ
TEXAS TECH UNIVERSITY"

6onsumer Products\

MARQUETTE
UNIVERSITY /

K-sW|ss

/ Transportation \

W UNITED

Fed
SIRVA

A IRON MOUNTAIN

INGRAM
vicro]

/ Health Care \
Stryker &

o/ Cincinnati

Children's

Hospital Medical Center

Boston
Scientific

Uy NOVARTIS

BlueCross
BlueShield
Association

STERIS

S
P —

GEISINGER
HEALTH PLAN®

\ AR

/
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Q"@ KAISER PERMANENTy

/ Government \
WWestclégtggm Counti .,i

[Supreme Court of Virginia
A\l}._‘:é/é, new jersey

department of health and senior services

N
gov




4. Summary

m The Benefits of BROTIGHT Vulnerability Management Service &
QualysGuard Platform:

Gives you control and visibility to manage your networks security risks effectively
and document compliance

Automates most elements of Vulnerability Management in an efficient, cost-
effective manner

Enables you to cut your vulnerability management expenses by 50-90% when
compared to traditional enterprise-software VM solutions

With BROTIGHT professional service, you could reduce the risk of IT infrastructure
via periodicity site/cloud service and keep your infrastructure running on
manageable risk control.




THANKS FOR THE BUSINESS
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